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Abstract: This article focuses on the mobile app called “Google Opinion Rewards” (GOR), which
is used as a data collection tool in market research and academic research. Developed by Google
Surveys, GOR deals with voluntary participation of app users in data sharing in return for rewards.
In this context, a test account was created in the GOR app to analyze the surveys, the app sent to
the account for a period of three years. In-depth interviews were conducted with 12 participants
from the USA, the UK and Turkey to gain comprehensive knowledge about the app ecosystem.
The aim of the interviews was to understand the motivations of GOR users for using the app, and
explore the counter-surveillance strategies users have developed to avoid surveillance. The find-
ings indicate that most GOR users share their information recklessly even if they have security
concerns and that users who are actively involved in surveillance, knowingly or unknowingly,
and who want to maximise their income develop masking strategies against surveillance.
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INTRODUCTION

In March 2020, Matt Bryant, from Alphabet Inc.’s Google communications team,
told Reuters they sent a Google Opinion Rewards (GOR) questionnaire to some
users, asking them whether they had experienced flu-like symptoms in the past
three days. Bryant explained the research was done at the request of Carnegie
Mellon University (CMU) researchers who aimed to forecast the spread of coro-
navirus (COVID-19) infection. Bryant also emphasized that the data obtained
from the participants would be aggregated and anonymized (Dave, 2020). Roni
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Rosenfeld, co-leader of the CMU Delphi research group and head of the Machine
Learning Department, stated that coronavirus cases could thus be forecast a
few weeks ahead. Rosenfeld pointed out that they were extremely grateful for
the support they received from Facebook, Google and their other partners, and
that the data they provided were “invaluable”. He also stated that, when they
were capable of starting predictions for the deadly epidemic, their self-confi-
dence would increase thanks to these data (Carnegie Mellon University, 2020).

Rosenfeld’s describing the data as “invaluable” and “trust-building” for third
parties makes questionable both the qualities attributed to these data and the
nature of free mobile apps that mediate the use and transfer of personal data
to third parties. Developed by Google Surveys (GS), a product of Google LLC,
GOR, which is a ‘market research’ app through which users earn Google Play
Credits by answering short survey questions or receive payments via PayPal. The
application (henceforth—app) has been downloaded by more than 100 million
users from mobile app markets, and it is just one of the free apps available in
both Google Play and Apple’s Store (Statista, 2021). Although the app is free
for users, it could be they are paying with their data, because data collection is
tightly associated with monetization (Cecere et al., 2020). Some previous studies
on this topic (Book & Wallach, 2015; Demotriou et al., 2016; Meng et al., 2016;
Razaghpanah et al., 2018) suggest free mobile app developers sell the personal
data of their users to third parties. Many studies on free mobile apps that result
in personal data leakage, and are therefore security problems themselves, have
focused primarily on data leakage and security threats (Zhou et al., 2011; Gibler
et al,, 2012; Zhang et al., 2013; Ullah et al., 2014).

Another issue as that is just as important is that people voluntarily share with
such apps their personal data, which they often avoid giving away, even to their
closest relatives. In this context, this study aims to reveal GOR users’ strategies
for using the app and the main motives for voluntarily sharing their personal
data with GOR in exchange for a reward, despite GOR carrying the risk of data
leakage and invasion of privacy. In other words, the paper aimed to reveal the
main motives for GOR users to behave like app labourers (iSlave, cf. Qui, 2014)
serving Google products.

THEORY REVIEW

In today’s information societies, monitoring, supervising and controlling the
daily activities of people in order to measure the potential political, cultural
and economic tendencies of people and manage market risks constitute a part
of the capitalist entrepreneurial view. Sustaining the productivity and profit-
ability of capitalist investments requires surveillance focused on personal data
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(Lyon, 2001), and this results in mass collection and exploitation of personal data
across various platforms. Zuboft (2019) asserts ‘behavioral surplus’ is obtained
by surveillance capitalists seizing personal data.

In the twenty-first century, the increasing appetite for mass data collection
generates a variety of opinions regarding the value attributed to these data.
Data is the economy’s new oil (Humby, 2006) or the currency of the internet
economy (Gurria, 2008), which shows the significance of the value appraised to
personal data. Zuboff (2019) disagrees in claiming that these nomenclatures are
problematic as personal data are not mines but just exist in nature. Obviously,
personal data exists in digital environments and communication technologies
make it possible to keep it under surveillance and thus compete for it. Indeed,
every new digital technological product is integrated into the existing surveil-
lance technology. This dynamic activity introduces not only various types of,
but also expands the scope of, surveillance (Lyon, 2001; 2007).

As individuals become dependent on communication technologies, digital
surveillance reaches a critical highest level because individuals become subject
to liquid surveillance (Bauman & Lyon 2013). Individuals can develop unique
techniques to evade surveillance as they become more exposed to digital envi-
ronments. Individuals, in their attempts to evade surveillance, are Marx (2003)
claims, very inventive, which is manifest in various forms, particularly in digital
realms. Indeed, individuals who devise evasive tactics invariably conduct count-
er-surveillance moves, which Burton (2007) argues are the processes of detecting
and reducing scrutiny (Burton, 2007). Therefore, although digital environments
serve as surveillance tools for governments and businesses, these tools also
strengthen counter-surveillance capabilities (Kadivar, 2015).

Marx (2003) reveals that individuals have developed at least ten counter-sur-
veillance strategies, of which the “blocking” and “masking” strategies. Individuals
use these strategies to protect themselves from the possible negative consequences
of activist movements such as political (Kornstein, 2019), citizen journalism
(Ataman & Coban, 2018) and video activism (Wilson, 2012), thereby reducing
the negative effects of surveillance to the greatest extent possible.

On the other hand, when collecting large-scale personal data through mobile
apps, users’ awareness of the purpose for which their data is collected is minimal
(Tay et al., 2021), and when installing a mobile app without detailed information
or a partial acceptance option, users should only consent to third-party access
(Karafiloski & Mishev, 2017). Even if mobile platforms such as Android warn
users of the permissions requested by an app and trust that the user will make
the right decision as to whether they should install the app, many users ignore
the warning (Jorgensen et al., 2015). Users may also fail to understand the risks
arising from the diversity of data kept in mobile devices, the use of multiple
types of identifiers, the complex mobile app ecosystem, the limitations of app
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developers, and the extended use of third-party software and services (Castelluccia
et al,, 2017). Thus, the assumption that users will understand the permissions
requested before installing an app cannot go beyond wishful thinking (Jorgensen
et al,, 2015). At this point, Tay et al. (2021) argue inexperienced users who do
not have sufficient information to comprehend and process the complexity of
the permission and privacy information of an app, agree to install it intuitively
without conducting a cost-benefit analysis (Tay et al., 2021). As users driven by
their intuition become increasingly dependent for their daily activities and needs
on mobile apps that record and store their personal data, not only do significant
risks arise in terms of their security and privacy, but also they become the target
of third parties (Arp et al., 2017; Polykalas & Prezerakos, 2019).

What is the role of users who are too lazy to evaluate the abovementioned
risks from their own perspective and those who do not comprehend these risks
adequately and, therefore, make intuitive decisions? Wenz et al. (2019) respond
that “[t]hey have both active and passive roles”. In this sense, users play an
active role in this process while performing actions such as taking photos or
responding to survey questions. The point to note here is that users have direct
control over these actions. However, Bluetooth linkage to external device and
GPS running in the background make the users passive and their control is
minimized. Furthermore, although users may encounter privacy concerns
(Jung et al., 2015; Ham, 2016; Segijn et al., 2021), most are not willing to fulfil
the requirements of this concern'. This indifference, which is called the privacy
paradox (Barnes, 2006; Kokolakis, 2017) has proven to be extremely common
among mobile phone users (Zhou, et al., 2011; Shklovski et al., 2014; Taddicken,
2014; Gerber et al., 2018; Han et al., 2019; Sanchez et al., 2019; Afolabi et al., 2020).
Indeed, even if they have serious privacy concerns, users become involved in
surveillance by submitting their data to continue using the app and thus they
destroy their privacy rights themselves (Bauman & Lyon, 2013). Most of the
users who believe that this is the price for getting a “free” app will not see any
issue in paying unless there is a negative outcome (Shklovski, et al., 2014; Book
& Wallach, 2015; Meng, et al., 2016).

The prerequisite that makes users consent to such an arrangement is that it is
not a paid-for app. In this sense, free apps have three possible solo or combined
monetization in-app strategies: (i) advertising; (ii) purchases; and (iii) users’
personal data. While in-app ads are mostly used by apps downloaded fewer
than 100 million times, those downloaded more than 100 million times mostly

1 These requirements largely consist of paying attention to the access permissions of the app and
reading the privacy policies and terms of service. However, the freedom to grant or deny access
permissions is frequently not in the hands of the user because it is impossible to use many func-
tions of the app without these permissions. Furthermore, the lengthy privacy policies and terms
of service make them difficult to read and are often overlooked by users.
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earn their revenues by selling personal data (Cecere et al., 2020). Various studies
reveal that GOR and similar free mobile apps demand more access to personal
data than paid apps (Hyrynsalmi et al., 2012; Leontiadis et al., 2012; Polykalas
& Prezerakos, 2019), which strongly suggests that the business model of free
mobile apps is based on personal data abuse: “When the mobile app is free, the
product is your personal data” (Meng, et al., 2016; Polykalas & Prezerakos, 2019).
This is the case for GOR, which is an online survey app. Users answer ques-
tions on the mobile platform in return for credits for books, music, and apps,
and they answer demographic questions when they initially download the app
(Kanyadan & Ganti, 2019; Hogan et al., 2020). At this point, in the only study
directly dealing with GOR, Fernandes and Oliviera (2020) found that the app
collects users’ personal data and earns money by sharing this data with adver-
tisers, and this data can include information such as the user’s device, location,
search history and app usage. Users provide this data to Google by responding to
surveys and are paid in return. However, this payment may be below the actual
value of the user’s data. In this study, we look at the GOR app from the users’
points-of-view. Therefore, the questions this study seeks to answer are as follows:
o RQI: What are users’ GOR usage strategies?
o RQ2: What are users’ biases and attitudes regarding GOR?
o RQ3: What are the primary motivations of GOR users to voluntarily share
their personal data with GOR in exchange for a reward?

METHODOLOGY

This study, which aims to reveal GOR users’ strategies for using the app and
their main motivations for voluntarily sharing their personal data with GOR in
exchange for a reward, utilized a phenomenology design, which is a qualitative
research method. The design that focuses on phenomena that we are aware of but
do not have an in-depth and detailed understanding of (Groenewald, 2004), is
suitable for qualitative research because it aims to understand individuals’ lived
experiences and how they experience a particular phenomenon. Therefore, this
design is particularly useful when it comes to gaining insights into subjective
experiences (Donalek, 2004). There were three reasons for choosing the phenom-
enological approach as a qualitative research design and the in-depth interview
method as a data collection method. First, it supports document analysis, and
secondly it can reveal the details or problems that lie in the depths of the cases
compared to quantitative studies, and thirdly it allows us to look at these cases
from a multi-faceted perspective.

We started to form the data set of the article by creating an individual test
account for GOR and storing the survey questions sent to us by the app as of 2017.
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For three years 2017-2020, we answered the survey questions, took screenshots
of them, and obtained a total of 150 surveys. We mapped the surveys, analysing
the questions and their options. Afterwards, we conducted document analysis
by combining the surveys sent to us and the screenshots of surveys shared by
GOR users on Reddit, categorizing the intended use of these surveys. Finally, by
diversifying the data collection method, we conducted in-depth interviews with
15 GOR users between the ages of 18 and 37 years, who used the GOR mobile
app and reside in three countries (USA, UK, and Turkey). The prerequisite for
us to select the participants for the in-depth interview was that they actively
used GOR and shared the screenshots of surveys in Reddit.

In this context, criterion sampling was used to identify participants, which is
extremely useful when specific cases are purposively sampled based on prede-
termined criteria (Sandelowski, 2000, p. 248). Via direct messages in Reddit,
we asked users whether they would volunteer for an interview and out of 126
messages, there were 17 responses. We excluded users under the age of 18 years.
Discovering that the comments made during the interviews were repeated—a
clear sign of data saturation—we limited the number of the participants to 12
(4 participants from each of the three countries). Before starting the interviews,
participants were informed about the subject and purpose of the study and were
informed that their personal data would be kept confidential and that they could
terminate the interview at any time.

Interviews with users were conducted on Discord which is instant messaging
app. Each interview lasted approximately 30 minutes. All conversations that
occurred during the interviews including those that were outside the scope of
the study were first written in the interview form. These written data were then
transferred to the NVivo 11 program, which facilitates the creation of categories
related to the research topic for the researcher. Three main themes were iden-
tified, consisting of (i) the users’ strategies to use GOR, (ii) their motivation to
share their personal data on the app, and (iii) privacy concerns about their usage
data. Analyses were carried out on these three main themes.

FINDINGS

After the GOR app was installed on the smartphone, we were welcomed by
the survey trainer and the first survey started. The app warned us that the
first survey was a paradigm of the types of surveys that would be sent and that
there was no reward. Moreover, the app asked us to give true answers to the
questions as the answers would determine whether we would be approved for
receiving more surveys. The app then asked us to turn on the location history of
the smartphone. Location history records the places smartphone owners travel
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to with their devices even when they are not using any Google services. If loca-
tion history is switched on, surveys about the places visited are sent. The app,
thus had the prerequisite data for displaying personalized ads to users (Shoaibi
& Rassan, 2012; Bauer & Strauss, 2016) because location share gives marketers
an advantage in offering personalized ads to their customers. Afterwards, we
were asked to approve the GOR Terms of Service (the screenshot of this section
could not be stored due to the security policy), and the app informed us that we
accepted the Google Payments Terms of Service by using the app.

USERS’ STRATEGIES

When we evaluated the first survey of GOR, we found that the app measures the
user’s attention, and that answers to the questions establish the basis for surveys
that will be sent later: The survey trainer measures the level of attention by first
asking a control question and then proceeds to demographic questions involving
languages spoken, age range and gender, the survey closes with a question of
interest. Based on these data, GOR gradually gets to know the user and follows
the paths opened by the data to show them more relevant surveys.

Every time the app sends a survey question to a user, it specifies the purposes
for which the survey can be used and asks for the approval of the user. These
purposes are as follows: (a) showing users more relevant surveys (providing new
surveys based on demographics and interests); (b) showing more relevant ads
(displaying personalized ads based on data obtained); (c) sharing data with the
research organisation paying for the e-survey (ROPES), which targeted both GOR
and GS plus selling collected data to the ROPES); and (iv) developing Google
products by asking questions about Google products or the Google company.

Table 1 shows the categories we created by the thematic analysis of the data we
obtained from in-depth interviews with the GOR users who shared on Reddit:
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Table 1. Categorical coding of qualitative data in the interviews (N=56) ranked by frequency.

Category Code N
Location My location history is on 13
Demographic Gender and age 9
Area of interest Sports I do 7
Purchasing behaviour To display advertising 7
Psychological Stress, anxiety 5
Google identification Google Chrome, Google Maps 4
Political Political trend 3
Health Covid-19 3
Control question You must answer correctly 3
Cultural Reliance 2

The category frequency of the surveys sent to us and the ratio of these cate-

gories to the survey questions are shown in Table 2:

Table 2. Frequency and percentage distribution of categories in
all the surveys (N=150) ranked by proportion (%).

Category N Proportion (%)
Location 61 40,67
Demographic 45 30,00
Area of interest 31 20,67
Purchasing behaviour 7 4,66
Google identification 3 2,00
Psychological 3 2,00

Control question* * -

* not included in the calculation of N

Regarding the working principle of the app, we thought that GOR, after
receiving the answers given to the demographic questions, was unlikely to ask
such questions again. We were wrong, as the app continued to ask them. This
was true not only for demographic questions, but also for the other categories
such as “interests™
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Table 3. Frequency and Percentage Distributions of Primary Survey Questions (N=150).

Frequency  Incidence of appearance

Primary survey questions Category (N) in all 150 surveys (%)
Which of the' f?llowmg places Location 61 10,67
have you visited recently?
Which of the following sports do you watch? = Area of interest 24 16,00
Do you work in one of the following sectors? Demographic 11 7,33
Which of the following categories .
best describes your job situation? Demographic 10 667
Which of the following sports do you do? Area of interest 7 4,67
Which of the methods of electricity Purchasing 7 466
generation for residential use do you know? behaviour ’
Are you a parent of a child who .
lives in the same house? Demographic 7 467
What’s your marital status? Demographic 6 4,00
Is your house rented or owned by you? Demographic 6 4,00
Are you currently a university student? Demographic 5 3,33
Which of the following Google products Google 3 200
have you used in the last 30 days? identification ’
How many hours did you sleep each .
night on average last week? Psychological 3 2,00
Which of the following are continents? * Control question *

* not included in the calculation of N

We can assume that GOR did so because the ROPES had set a long time frame
for the duration of the survey, which could mean that the survey sent to the
user can be repeated. In addition, we believe that GOR may be repeating the
questions to enable its users to sustain their continuity and motivation because
the alternative is dire for the app. An absence of surveys means there no user
responses for the ROPES to audit and thus no new surveys to be sent to the user.

As for questions about location, we noticed that the app identified almost all
the places we visited. The day after any store visit, we were subjected to ques-
tions regarding the precise location, such as: “Which store/brand did you visit?”;

“When did you visit it?”; and “How did you pay?”. At this point, we assume that
credit card payment behaviour might be shared with credit card companies or
ROPES paying for the user’s current location:

The day after I visit a store, they send a survey. Mostly, they send the questions of

“Which store have you been to at most?”, “When did you go there?”, and “How did
you make your payment?”. You meet someone... It’s kind of starting to learn things
about you. “What are your likes?”, “What sports do you do?”, or “Do you do your
shopping in cash?” Do you use a credit card? By learning them, it’s capturing your
data - and in a way, capturing you. (P12. TUR).
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Given that GOR is a market research app, it is normal that it asks users ques-
tions to get to know them. However, receiving money or rewards in this trade
also appears to reveal an employee-employer relationship. In some of Google’s
products (e.g., YouTube), consumers are referred to as “partners,” but there is
no similar declaration in GOR. Users create an implicit employee-employer
relationship without any employment contract with GOR and generate added
value in favour of Google, which shows us that users are exposed to exploitation
of “immaterial labour™2.

Parallel to exploring the demands that GOR makes from users and how it
wants to get to know/identify them, we categorized and mapped the surveys sent
to us as primary questions and their subcategories (See Figure 2). We noticed
that, while many of the 150 survey questions were asked in the same way, some
questions were asked in a way close to each other; even in some of them only
the placing of some words were different. The findings from the in-depth inter-
views revealed that three participants expressed discomfort with being asked
the same questions repeatedly:

It’s like being called a liar and it bothers me. (P1. USA).

Asking the same question persistently bothers me after a while. Even if I'm lying it’s
uncomfortable for him to hit me in the face. (P6. UK).

I think GOR is testing whether I am honest or not. It measures whether I've given
true answers to the questions, and whether my answers to the same questions
asked at different times are consistent. It can’t be so difficult for them to keep this
data. (P10. TUR).

Asking the same questions over and over to evaluate the users’ behavior and
discover the sort of attitude they might build in response is another aspect of
behavioral surplus. The study of personal behaviour enables the forecasting of
users’ conduct, thus providing unique preliminary information for a prospec-
tive. A key finding from the interviews was that the more detailed the questions
are in the surveys, the greater are the rewards, so that as one user states rather
than giving the true answer, they may give deceitful answers in order to get
follow-up questions:

2 Immaterial labour encompasses tasks that are not generally considered employment (Lazzarato,
1996). New types of work have evolved in today’s information society, and the workers who do
these forms of labour, namely the labour of users, are exploited. People who spend time on dig-
ital platforms typically provide added value through their actions to organizations having these
platforms. Given GOR users’ relationship with the app, it would not be incorrect to suggest a
substantially greater amount of labour exploitation.

88 Central European Journal of Communication 1 (33) - SPRING 2023



WHAT DOES GOOGLE OPINION REWARDS REQUIRE AND GET FROM USERS

The longer and more detailed the survey, the greater the reward. You cannot earn
much money from the surveys that you’ve completed quickly. For example, if you
answer “no” when asked “Do you play football?”, the survey ends there, and you
earn a tiny amount of reward. Say, if I earned a similar amount of reward each
time I fill out a survey, I would tell the truth; I wouldn’t extend the survey. More
precisely, I wouldn’t bother to extend it. If my reason for filling out a questionnaire
is to earn a reward, it’s normal for me to take advantage of every opportunity. (P9.
TUR).

Associations between Survey Questions, Categories, and Purposes of Use

We continued our analysis by examining the linear associations between
GOR’s purposes of use of survey questions, the categories we obtained from
in-depth interviews, and the survey questions sent to us. We determined that
some survey questions have more than one purpose of use, and that they were
included in more than one category. Figure 1 shows all the questions (in cate-
gories and subcategories) sent to us:

Figure 1. Associations of Survey Questions Sent to us in
terms of Categories and Purposes of Use.

Howmany hours did you s

. w3
Categories Purpose of Use 'c
— Control question _——
o0 o ogle vent Is your House rented o
Are you a parent of a child whol

‘A Show more relevant ads
e

Which of the following defines your visit best

As shown in Figure 1, the category of “location” was associated with three
purposes of use, while the questions regarding “interests” and “demography”
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» o«

were associated with two purposes of use: It is evident that “location”, “inter-
ests”, and “demography” are the most convenient data collection categories for
GOR. Among the demographic questions, the ones regarding age, gender, and
marital status range are used to send more frequent and relevant surveys. The

statement provided by one of the interviewees also corroborates this finding:

A few days after questioning my marital status, it learnt if I have a child, too. Since
Idon’t have a child, certainly, it’ll no longer show me any ads for diapers or ask a
question about it. (P7. UK).

Via Reddit and in-depth interviews, we found out that the questions in GOR
surveys are not limited to those sent to us; on the contrary, they are asked in
many ways and the variety of survey questions is constantly increasing:

Figure 2. Associations of Surveys Collected by Reddit and In-depth Interviews
as well as Surveys Sent to Us in terms of Categories and Purposes of Use.

Surve
In somo counties, the President i the head of the governmen. I others i the Prime Minser To show you are &l paying attontion pleas select five ﬁan -
Which of the following
Which omu lollowlng s Non counlly? -
In general, do you approve or disapprove of t
Suppose you had an opportunity to have a message you creatsd read In frantof Yol government oficiale. - fow woris T oui ym-ly? -
Do you work in-ofie of the Tollowing sectors 2'm
Are you a parent ofa child Who lives in the'same house? m
What's'your marital status?-m
Is your house rented or6wned by you? m

,a e you gl ¥ ey Sucencrm
your
Your employ iness have more -
Categories ploy hplace? m
= Potical ¥ -
Purpose of Use pram—— e

I Google product development
[ cuiora

. I Psychological ich 0 o gle products have You usedin thelast 30 days?m
Third party researchericompany “Which.ofthefollowing, sports do youwatch?:m

S Whf e falowing sports doryouo?m
you watch football on TV2 m
~Hoy Yougo to watch football? m

"

e
IA’.“"" D vouspmar GVt ol Assnent’ 98 Goo PV asjor Y ¥ Fompany-m
-

Show more relevant surveys \ :
I Demographic \ N Do you fear GOD? m

"\ What scares you most when conSkdBtigg the security of your phone? m
\ How many hours did you sleep RgNWg

ble sleeping? m

often do you hay®
Wmch of the following are the reasons yol
Location

Do you use electricity generated by wind method in the house you live in? m

Have you traveled to Edmonton, Alberta in the pat 14 days? Il

Haveyou forag: oF white) in the n

Purchasing behavior Which of the following best describe your visit? Bl

Which of the following places have you visited recently? I

‘Which of the following defines your visit best? ll

When do you plan to buy your next car? il

Would you be willing to pay more money for a phone that afte 6 months, gets the ability to become a mobile wallet (pay with your phone) without you having o do anything I
Would you be wiling to pay more maney for a phone that after § months gets a longer lasting battery? I

Would you be willing to pay more money for a phone that after § months runs faster? Ml

Would you be willing to pay more money for a phone that after 6 months gets new privacy like gets new privacy features. ]

Would you be wiling to pay more money for a phone that after  months, gets the ability to become a mobil (pay with your phone) youhaving n
Would you be willing to pay more money for a phone that after 6 months, gets the ability to monitorand blagkads on apps and sites? il

‘Show more relevant ads.

Which of the following video game'eonsoles did you get? ll
Which of the methods of electricity generation for residential use do you know? [l

Have you attended an competiton n 1

As shown in Figure 2, there are also categories (culture, health and political)
not included in Figure 1. While the category of “purchasing behaviour” is asso-
ciated with two purposes of use in Figure 1, it is associated with three purposes
of use in Figure 2. In addition, with the increase in the questions associated with
the category of “purchasing behaviour”, its association with the purpose of use
also diversified. There was also a rise in the questions regarding “location” and
these questions were asked more specifically (Have you travelled to Edmonton,
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Alberta in the last 14 days?). Similar to the questions regarding “purchasing”
and “location”, both the questions about “interests” and the variety of questions
saw an increase. One of the differences at this point is that the question about
“location” is associated with the relevant field (Have you attended an under-
water football competition in the last 30 days?). Another remarkable question
is “Are you afraid of God?”, which we placed in the category of “psychological”.
Participants were asked to share their views about this question. Three partic-
ipants stated that they had not encountered it, and yet if such a question were
asked, they would not find it odd:

I think human psychology plays a role on whether someone will do shopping. If
a person is afraid of God, he is generally a believer. If companies know you're a
believer, this will strengthen their hand. (P3. USA).

Whether you believe in God or not can affect some dynamics in human life, which
must be the main reason why this question is asked. (P8. UK).

OK, this question hasn’t been asked OF me, but I wouldn’t say “How dare they ask
such a private question?”. Nobody gives anything to anyone for free. If you don’t
want to answer it, you can just skip the question or ignore it. (P11. TUR).

In essence, GOR’s sole trump card is the reward that allows its users to reveal
even the most private or deepest secrets; in addition to the data it gets through its
hundreds of apps, Google acquires far more distilled information - even if this data
is manipulated, they are significant for Google - in return for very small rewards.

MOTIVATIONS OF USERS TO SHARE THEIR PERSONAL DATA ON GOR

Bauman and Lyon (2013) note that we destroy our privacy rights voluntarily,
or perhaps just consent to the loss of privacy as a price to be paid in exchange
for the appealing elements offered to us. For them, only a few resilient people
who do not act with herd mentality can make a sincere attempt against the app
logic. As revealed in the in-depth interviews, it was clear that two participants
were indifferent to sharing their personal data to win varying amounts of prizes.

I've handed over all my information for $20 in 5 months. Am I regretful? Of course
not! (P5. UK).

I'made 50 TL (about $4) in a year. Considering that it took me 12 or 13 seconds to
fill out a survey, it sounds like a good deal to me. (P11. TUR).

Now that my data is useless, I think it’s a nice trade-off to get paid apps for free. If
I come across an app that pays money directly, I can give all my information and
fill out a survey. (P12. TUR).
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PRIVACY CONCERNS OF GOR USERS

Based on our in-depth interviews and our findings on the importance of demo-
graphic questions, we asked the participants “Do the questions about your
demographic data asked by GOR raise any privacy concerns for you?”. The partic-
ipants’ views, as captured in the in-depth interviews, corroborate the notion
that although they have privacy concerns, one Turkish and one UK participant
have not developed a defense against the current privacy violation:

Privacy? According to whom? To me, there is no such thing as privacy. They even
know where I live... If Google were my next-door neighbour, I guess it wouldn’t
have that much information. (P8. UK).

This makes me worried about privacy, that’s for sure. But since you first started
using a smartphone, they’ve been storing almost all your data. Let’s say, I didn’t
use this app; I use Gmail, I use Chrome, I use Google Maps. Even if I get concerned,
I realize it is an unwarranted worry. (P9. TUR).

As the preceding statements demonstrate, people who use Google and its
products have the misconception that, if they use any Google product, their
information has already been collected, and that it is useless to take measures
to prevent any app they use from accessing it.

According to the findings from the in-depth interviews, two participants
who think Google cannot be cheated believe that this will be noticed in the
future, and after a while, the app will stop sending surveys. This attitude of the
participants provides a summary of the idea that Google surveillance cannot
be resisted. It is also evident that the barrier to resistance to surveillance is the
outcome of accustoming people to personal data extortion and invasion through
a kind of combination of helplessness and surrender, as Zuboff (2019) put it in
the “Cycle of Dispossession”:

You can’t cheat Google. Like it doesn’t know who you are. At least, it knows your
age range. (P4. USA).

I don’t think Google can be tricked. First of all, the operating system used belongs
to Google. It has an app market and also hundreds of apps. I search in Chrome...
I use Google Maps... Many apps that are integrated with each other. (...) you’ll get
caught out finally. (P5. UK).

3 Dispossession, according to Zuboff, imposes a new kind of control over people, masses, and
society. As the corporation learnt how to counter and transform public resistance as a necessary
prerequisite for the protection and expansion of its behavioural surplus franchise, the theory
and practice of dispossession were developed and perfected.
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On the other hand, masking themselves is the only anti-surveillance strategy
for the users who voluntarily download the GOR app and are actively involved
in surveillance—wittingly or unwittingly. Blocking and masking moves are
common especially in communicative surveillance. By blocking, subjects seek
to make communication physically inaccessible or useless (Marx, 2003); however,
masking is more widely used in volunteer surveillance. Another reason why users
are not concerned with the surveillance in this system, in which they voluntarily
engage, may be because they believe they are masking and hiding themselves.

In this context, one interviewee thinks that GOR can be manipulated in
order to win more prizes. Immediately after installing the app, users set up their
demographic information in such a way they can receive more survey questions,
which shows that users develop a strategy unwittingly to evade surveillance by
masking themselves:

This app can be tricked sometimes. Some of my friends are trying to be someone
the app wants; more precisely, they give deceitful information and try to get more
follow-up surveys. For example, while installing the app, he signs up as a young
female... He acts as if he had a high income, someone constantly shopping...
Because he believes he will get more surveys if he acts like that. (P9. TUR).

DISCUSSION

In this section, we discuss the analytical perspectives of our approach and eval-
uate the results. Our first aim was to analyse GOR’s initial survey. Our analysis
showed that the first survey set the ground for subsequent survey questions.
However, based on the data obtained from the participants, the striking aspect
was that the app contains a system which is vulnerable to manipulation in terms
of demographic data. There is a variety of information in Reddit showing how
the GOR app can be tricked. Basically, participants agree that when they provide
misleading demographic information, they can get more survey questions and,
as a result, they can earn more rewards. Furthermore, users who wish to maxi-
mize their revenues in GOR unwittingly utilize a counter-surveillance tactic,
masking themselves to prevent surveillance.

Google provides ROPES that use the GS product with the option of collecting
data by targeting GOR while creating a survey (Google Surveys Help, 2021). The
demographics of the users targeted by using GOR can be determined in line
with the sample of the researchers; demographic metrics such as country-region
(the countries that can be targeted with GOR as of 2020 are Australia, Brazil,
Canada, Germany, Italy, Japan, Mexico, Holland, UK, and the USA), language,
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age, and gender can be used to narrow down the targeting. In addition, on the
website of Google Surveys Help (2020), GOR’s target audience is defined as
users who tend to use technology more and are more likely to be young and
male. There expected sampling biases such as, in comparison to the general
population, GOR users are described as highly educated, physically active, less
likely to own a home and visit a doctor, and more likely to own or use a DVR or
video-on-demand. However, it is controversial to what extent this demographic
information is provided truly or completely by the users.

This is a possibility even for our interviewees. Therefore, in addition to demo-
graphic information, it is unclear to what extent the answers given to the survey
questions reflect reality. Moreover, information on the GS website indicating that
GOR users are well-educated in comparison to the general public contradicts
concerns about privacy and the low amounts of rewards. From another perspec-
tive, as previously indicated, users deceive the program by presenting themselves
as highly educated suggests that the expected user profiles of GS are unfounded.

When we analysed GOR’s survey questions and answers, we found some find-
ings about the repetition of several questions. Although asking the same ques-
tions at different times is a strategy to detect changes in the general opinion of
the public over time (Pew Research Center, 2021), we believe that this may be
due to GOR’s intention to confirm previous answers given to survey questions.
Alternatively, it could be an experimental development process for machine
learning or artificial intelligence. In addition, we found some findings that the
repetition of questions puts pressure on users loyal to the app, which can create
a feeling of a control mechanism on the users that is mostly unnoticeable.

On the other hand, the aspect that the questions in GOR are brief and relatively
easy to answer indicates that they are in accord with GOR’s short survey policy,
and that they can motivate the user with shorter and more frequent surveys. One
can assert that placing “I don’t want to answer” and similar responses among
the options of almost all the survey questions is nothing more than an effort to
give the impression that GOR cares about the privacy of its users. Especially, as
we know that GOR is aware that the user knows the survey will end if they chose
this response. In addition, one must bear in mind that users’ refraining from
answering questions creates data for Google as well. The existence of branding
strategies included in the answers to the survey questions is not surprising at
all, considering that GOR is basically built on the strategy of getting to know
and identifying the user.

Our second aim was to examine the association between survey categories
and purposes of use. We noticed that the questions in the category of location
were frequently asked. The aspect we found intriguing is that, although Google
mostly knows the user’s location precisely, it still asked “Which store did you
visit?” and “When did you visit there?”. The reason why GOR is asking these
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questions is a means to ask the real question. The data GOR is interested in is the
answer to the question “How did you make the payment?”, which is under the
category of “location”. This is because GOR mostly does not need passive data
collection methods to learn offline purchasing behaviour and decision-making
mechanisms of the user. In addition, it is evident that demographic data, which
includes age-gender, marital status, income status, parental status, and the user’s
residence information, is one of the most influential data categories delivered to
GOR in terms of determining which ads will be displayed to the user. Considering
the classification of people as targets and garbage while setting user profiles
(Turow, 2011), demographic questions become more important.

Like recent studies (Benndorf & Normann, 2018; Winegar & Sunstein, 2019;
Alfnes & Wasenden, 2022; Prince & Wallsten, 2022), we found that users exhibit
a heterogeneous image in terms of willingness to sell their personal data for a
certain reward. However, it is worth remembering again that the people who
appear to have sold their personal data are users who can manipulate GOR to
earn more rewards. We observed that the main problem likely to be experienced
in transferring data to third-party ROPES as an intended use is the ambiguous
attitude of users in answering the survey questions. Therefore, this is likely to
pose a problem for the reliability of the data obtained by the ROPES.

In particular, the data regarding the trueness and certainty of the answers
to the survey questions is a preliminary indicator of the complexity that can be
encountered in displaying personalized advertisements and obtaining data for
academic researches. Because GOR has not only been used for market research
but also in many academic studies as a data collection tool (Sell, Goldberg
& Conron, 2015; Harbach et al., 2016; Cornesse & Bosnjak, 2018; Ruktanonchai
et al., 2018; Kanyadan & Ganti, 2019; Hogan et al., 2020). Participants in all
these studies were rewarded with Google Play credits that they could spend in
the Google Play Store. Considering that research on the coronavirus and other
potential epidemic diseases can be carried out in the field of health in the future
by targeting GOR users, it will once again become controversial over whether
the data to be obtained is reliable owing to GOR users’ application of masking
as a counter-surveillance strategy.

Even if there appear to be no negative impacts on the surveillance mecha-
nism’s functionality (mobile apps are the very embodiment of this “surveillance
mechanism”), the information obtained because of masking may be misleading
or worthless, and it is likely that the authorities in charge of surveillance are
not even aware of this (Marx, 2003). Therefore, in such mobile apps that may be
developed in the future, the operation of a fairer and more reliable ecosystem
in terms of voluntary data sharing by users will be developed. This will enable
both the researchers who collect data and the users who will share their personal
data to obtain a mutual benefit. In this context, while a privacy policy alone may
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not be sufficient to address all consumer privacy concerns, it plays a crucial role
in communicating with consumers and establishing accountability within an
organization. By publicly disclosing its data practices, an organization can start
to develop trust with consumers. Additionally, when a privacy policy is acces-
sible through the app store, users can evaluate an app’s privacy practices before
deciding to download or buy it. Furthermore, a comprehensive privacy policy
enables the FT'C and State Attorneys General to enforce the commitments that
apps make to consumers (Future of Privacy Forum, 2016).

The notion is believable that GOR users serve as app labourers who work for
Google, handing over their personal data to its brand value and products reck-
lessly in return for relatively low amounts of rewards. We are of the opinion that
the most important cause for this is the more legal creation of surveillance in
digital environments, and that the exploitation of “immaterial labor”, which has
been on the agenda in recent years, particularly in the digital area, is becoming
more widespread.

CONCLUSIONS

The purpose of this article was to analyse the working mechanisms of the GOR
mobile app, investigate the voluntary data sharing of app users, and to discover
how the users utilize the app. The design of the GOR mobile app as a data storage
application in return for a reward has been a reference for us in understanding
the basic dynamics of mobile app users’ sharing their data willingly in return
for a reward.

Based on the basic working principles of GOR and the findings we obtained
from the research results throughout the study, we determined that the data
collected by mobile apps and shared willingly were used in academic research
and market studies by third party ROPES researchers organisation paying for
the e-survey. It can be argued that the use of GOR is a free action depending
on the willpower of users. However, given that these data will be used to display
personalized advertising to users or considering the purposes of use stated above,
it is essential to conduct more comprehensive studies focusing on counter-sur-
veillance strategies employed by users as well as mobile apps. There is amongst
mobile apps an increasing manifestation of data abuse, not only because the
attraction of winning awards is a driving force that directs the user to such
apps, but also because it is challenging to decline to use these and similar tech-
nological products.
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